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SUMMARY OF THE REPORT
PANEL 1 — UKRAINE
•

Russian propaganda messages were present in Ukraine in the form of TV shows for many years. However, they
operated below the threshold of West’s attention. As a consequence, there is need for a more comprehensive approach to monitoring the situation as often some activities might carry on unnoticed for years.

•

Generally, regions with poorer socio-economic conditions are more receptive towards Russian propaganda
due to a higher level of anti-government sentiments. Special attention should thus be paid to such
regions in Central Europe as anti-government sentiment plays out favourably for Russian propaganda.

•

The lack of credible information sources in some regions, and an overwhelming presence of proRussian propaganda media in near-border regions, especially in the annexed Crimea, remains an
issue. The need for high-quality news sites for the Russian speaking part of society still exists.

•

Despite the bans on Russian TV channels, many pro-Russian channels still exists in Ukraine due to
the “Oligarchization of Media.” Oftentimes, propaganda is disseminated legitimately from within
the target country itself. Therefore, Central European countries should employ more diverse tools
beyond the mere banning of Russian TV channels because their effect is often overestimated.

•

The communication between local and central governments as well as between the government
and civil society in Ukraine is dysfunctional. The lack of government’s professional
communication negatively impacts efforts to tackle pro-Russian disinformation activities.

PANEL 2 — VISEGRAD COUNTRIES
•

Debunking activities needs to be seen as only one of the many tools to be employed;

•

The most pressing issue is the growing democratization of knowledge that allows
for growth of poor quality news sites. As a response, the efforts to increase media
literacy should be top priority. Basic ability to recognize credible information sources
is crucial for society’s resilience to pro-Russian disinformation efforts.

•

The growing extremism and anti–EU sentiment facilitates Russian disinformation as well.
In times of crisis and current distress faced by EU, Russian disinformation activities are
aimed at distorting the trust in the authorities rather than selling a certain message.

•

The scope of the efforts to tackle pro-Russian disinformation activities has to go well beyond mere
debunking. It is questionable whether people that believe conspiracy theories would believe debunking
as well. Usually, people tend to believe to strains of thought in line with their own beliefs.

•

The modern day business model of media has a heavy toll on journalistic integrity by preferring
the number of outputs as opposed to their quality. Therefore the standards of journalism have
to be reconsidered in order not to give false information access to easy dissemination.

•

More active dialogue Between EU and Ukrainian colleagues should be encouraged, as Ukraine’s lessons
learned and experience with Russian disinformation is exceedingly valuable for EU counterparts.

•

It should be reconsidered whether organizing many small-scale projects that often run in parallel with
similar aims is not serving as a disadvantage for the broader scope of their efforts. Small initiatives
should be replaced by more comprehensive approach encompassing broader scope of efforts.

•

More projects, information and experience exchange with Ukrainian colleagues should be reinforced.
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PANEL 1:
HOW CAN THE V4 AND UKRAINE SHARE EXPERIENCE, KNOWLEDGE
AND RESOURCES IN ITS STRUGGLE TO TACKLE PRO-RUSSIAN
PROPAGANDA.
Essential to the discussion on Russian
disinformation activities in Ukraine is
to understand that the current tools
employed for the purpose of influencing
public opinion, and the official authorities
in Kiev go well beyond the duration
of the contemporary conflict.

this setting, the region was being slowly
taken over by the mafia and local oligarchs.
It was also until recently heavily reliant on
deep mining industries that dominated the
region, which had a negative psychological
impact on Donbas and its people.

Many media and influence activities had
existed long before 2014, even before the
Orange revolution in 2004, yet they operated
below the threshold of Western attention.
Russian films and TV series, for example,
were spreading messages about Russians
and Ukrainians sharing the same culture,
lifestyle and history on a daily basis. Some
of the Russian TV channels would broadcast
films portraying overwhelming similarities
between the two countries for as long as
22 hours a day, forcing the narrative of
“being Russian” on the Ukrainian public.
It could be partly explained by an identity
crisis, which the nation suffered from
following the collapse of the Soviet Union.
Thus, when the initial clashes broke out
more than two years ago, especially in
the southern and eastern regions, a large
share of the population (up to 10%) felt
part of the USSR, and not of Ukraine.
This was the result of an ineffective
governmental policy that would look to
strengthen the feeling of national policy.

One panellist noted that these factors have
made Donbas a very depressing region to
live in. Under such circumstances when
people feel suppressed, it is much easier
for the Russian media, and other influence
tools to alienate local people from the
Ukrainian government. It also compels
public opinion towards Russian, and
particularly historical Soviet sentiment.
In Crimea, Russian propaganda was especially
strong. The Russian naval military base in
Sevastopol had always been a powerful
provider of information with considerable
psychological influence. Anti-Ukrainian
and anti-Tatar movements were actively
supported with Russian funds in order to
enhance local support. Yet, these activities
were either missed, or ignored by the state
security services under Yanukovych’s regime.

PEOPLE OF DONBAS AND
CRIMEA STILL LACK ACCESS TO
INFORMATION

HISTORY IS CRUCIAL
Similarly, the current front line of conflict
between pro-Russian military groups and the
Ukrainian army in eastern Ukraine has been
defined by history too. Many socio-economic
factors such as poor governance and social
disparities had a negative influence on the
region, and its local populous for a long
time. The lack of economic development,
together with a shortage of culture and social
events, has been affecting people’s mindset since the fall of the Soviet Union. Given

There is restricted access to pro-Ukrainian
information and independent media outlets
in Crimea and separatist areas in Donbas.
Prior to 2014, viewers would have had the
option of watching something other than
Russian TV channels, however, pro-Russian
separatists cut off all Ukrainian media when
they seized control of the region. At the
moment, the Ukrainian government does
not control transmitter radio or TV towers in
Crimea and separatist areas in Donbas, which
prevent authorities from broadcasting to the
occupied territories. As a consequence, local
inhabitants, including Ukrainian soldiers
positioned at the frontline, are entirely
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under the influence of Russian media, with
limited exposure to other viewpoints.

capabilities and understanding of the
situation necessary to deal with the
contemporary challenges. Instead, NGOs
and civil society often have better insight
and deeper understanding of the problem.

OLIGARCHIZATION OF MEDIA
REMAINS A CHALLENGE
Many of the Russian TV channels have been
banned in 2014-15, however, participants
noted that it would not be correct to claim
that Russian disinformation activities
have thus ceased to exist. Unfortunately,
“Oligarchization of Media” still remains an
issue as many TV channels, and newspapers
are owned by local oligarchs with business
ties to Moscow. As long as these individuals
are keen on doing business with Russia,
their media outlets are expected to
publish pro-Russian narratives. This leads
to the notion that 27 % of Ukrainians
in southern regions (16 % in the whole
Ukraine) believe the military seized control
in Kiev, and that support for separatists
remains high in some parts of Ukraine.

UKRAINIAN GOVERNMENT DOES
NOT PROPERLY COMMUNICATE
WITH PEOPLE
One speaker concluded that there is a general
absence of communication between the
central and local authorities. The officials in
Kiev, for example, do not provide information
to the public on the state of reforms
that are currently underway (e.g. judicial
reform). There is an insufficient amount of
communication between the government
and civil society, which can lead to Russia
being able to fill this communication void
with a more professional communication
apparatus, and use disinformation as a
strategy to confuse and mislead people.
Difficulties surrounding effective state’s
response to Russian propaganda remain a
problem as well. The Ukrainian government
is still missing a comprehensive inter-agency
strategy on addressing disinformation
and Russian propaganda. There are
currently 6 agencies in the Ukraine that
protect information security, but there is
a tendency to perceive these institutions
as ineffective. The newly established
Ministry of Information lacks accountability,
—7—

RECOMMENDATIONS FROM PANEL 1
COMPREHENSIVE STRATEGY IS REQUIRED
While banning Russian TV channels might appear to be an obvious solution,
it would be short-sighted. Moscow’s model of “smart propaganda” is more
sophisticated, and requires a comprehensive long-term strategy;
IMPROVED COMMUNICATION AND DIALOGUE
Dialogue between civil society, and the government in Kiev must be improved. There is a
profound need on the part of the Ukrainian state to build a proper communication strategy
that would communicate with the public more effectively. Improved cooperation, and
coordination will result in the creation of important synergies among all respective actors;
MEDIA LITERACY IS A KEY
Media literacy is a key skill in today’s digital age. There is a lack of understanding among
the society as to how the media processes work (e.g. basic standards of journalism,
editing, distribution). These skills should be taught from an early age in order to build
basic civil resilience against distorted reporting and manipulation of information;
BUILDING CAPACITIES OF UKRAINIAN JOURNALISTS
Accountability is crucial for a journalist in the current environment. Since Maidan
many activists turned into journalists – so-called citizen and civic journalism
– efforts should be made to increase capacities of independent Ukrainian
journalists. Their education can be enhanced through trainings and workshops
in order to understand how to identify distorted reports, images, and learn basic
standards of journalism. Moreover, enhancing the understanding of various areas
such as macro and microeconomics, financial literacy, politics, foreign relations,
and cyber security can bolster their professional journalistic integrity.
UKRAINIAN CIVIL SOCIETY AND ACTIVISTS SHOULD BE STRENGTHENED
The new post-2014 outburst of activism is undoubtedly a positive sign that pushes
the government towards reform, write more comprehensive policies, and oversee
the implementation of government strategies. In the long-term, this trend should
contribute to a strong and confident society that is resistant to outside influence.
This could be done through the capacity building of Ukraine’s civil society, which
includes trainings, workshops, online information campaigns, inspirational
talks, and sharing of best practices between the West and the Ukraine;
TRANSPARENCY OF MEDIA OWNERSHIP MUST BE IMPROVED
The persisting lack of transparency of media ownership leads to a concentration
of media power in several hands, and possible abuse of media freedom.
Ensuring transparency is ultimately an effective safeguard for civil society
and application of existing laws must be strengthened by the state.
LESSONS LEARNED FROM UKRAINE
From the EU’s perspective, member countries should learn from the Ukraine’s
mistakes. The new dialogue on “information security” among many EU members is
a positive sign, but paying closer attention to the post-Maidan initiatives and poorly
functioning government policies is crucial for improving Western strategies. Not
only can the West significantly contribute to the reform process in Ukraine, but it
can also learn from Ukraine’s best practices, and mistakes. Thus, dialogue between
Ukraine and Western partners must be supported, and endorsed from both sides.
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PANEL 2:
VISEGRAD 4 UNDER DISINFORMATION OFFENSIVE FROM PROKREMLIN MEDIA: WHAT TO DO NEXT?
CZECH REPUBLIC AND SLOVAKIA
The Czech Republic and Slovakia are
considered to be the new “battleground” of
Kremlin’s information warfare because of the
high pro-Russian disinformation activities
in both countries. A number of tools are
being used to disseminate pro-Russian
disinformation: from ideologically manipulated
citizens unknowingly supporting Moscowfriendly narrative, to pro-Russian organizations,
individuals and “alternative news websites”
that present interpretations of Russian stances.
Through these techniques, audiences in
both countries are sometimes presented
with false, distorted and biased messages.
A sizeable portion of arguments made
by pro-Russian websites seeks to have
an emotional appeal that fits into Czech
and Slovak citizens’ personal views.
Instead of pushing its own narratives,
pro-Russian disinformation often seeks
to discredit the work of others.
The panellists noted that these
methods are, to a large extent, timetested through Soviet propaganda
practices, for instance highlighting,
and demonizing Western actions.
One speaker made a remark that the
dissemination mechanism for conspiracy
theories usually follows a similar strategy.
Firstly, a false piece of information
appears on a conspiracy site or originates
at social media platform. Secondly,
these conspiracies are picked up by socalled ‘mixed’ sites, which blend credible
news with dangerous conspiracies).
Finally, the recycled story is occasionally
reported by mainstream news website.

ANTI-EU SENTIMENT FINDS A FERTILE
GROUND
In the context of continued economic
stagnation, an unabating refugee crisis,
and recent terrorist attacks, which have

shaken the EU prospect of an ever closer
union, pro-Russian influence activities
seek to highlight and exaggerate these
challenges. Pro-Kremlin sources like to
portray the EU as operating in crisis mode,
which undermines the EU cohesion even
further. For Moscow, an unstable national
government (or EU) is better than a hostile
one (or united bloc of countries).
Given these formidable tasks, which the EU
has to cope with, Russia under President
Putin can (and often does) position itself as
a mediator of peace and arbiter of stability,
as was recently demonstrated in Syria.
One participant added that if the national
governments start adopting more inwardlooking policies, it would perfectly fit into
Moscow’s objective – a weakened EU is better
than having to deal with a united Europe.

REFUGEE CRISIS AND THE RISE OF EXTREMISM
The on-going refugee crisis increasingly
feeds into the far right’s long-standing
demands for stricter border control. As a
result, national politicians may eventually
be (in many instances they already have
been) tempted to concede ground to
further anti-immigration and anti-EU
sentiments if they desire to be re-elected.
The recent win of Marian Kotleba’s party
(People’s Party – Our Slovakia) in Slovakia
demonstrates how far-right parties are
particularly adaptive in recognizing
political opportunities and tapping into
popular narratives, such as challenging
the EU’s open border policy. Paradoxically,
this party pitched itself as a protector
of civic liberal tradition against the
encroachment of both non-European
foreigners and the EU elites in Brussels.
Another party that entered Slovakia’s
parliament during the last parliamentary
election, “We Are Family,” headed by the
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POLAND

populist Boris Kolar, plays the nationalist
card as well. These parties frequently
use anti-immigration sentiments, portray
refugees as threats, and spread toxic
conspiracy theories. This type of rhetoric
altogether fuel the narrative spread by
the pro-Russian conspiracy websites.

The attitudes of the Polish population
towards Russia are quite different than that
of the other Visegrad countries. According to
a 2015 Pew survey, Poles view both Russia
and its leader in an increasingly negative
light since the annexation of Crimea, with
81% saying they had an unfavourable view
of the Russian Federation. The continued
fighting in eastern Ukraine reinforces
Poland’s fears of an unpredictable Russia
and makes Poland one of Europe’s most
hawkish countries that oppose Russian
aggression towards Ukraine. Therefore, it
can be assumed that the Polish society is
less receptive to Russian disinformation.

KONŠPIRÁTORI.SK AS A NEW INITIATIVE
TO CUT OFF FINANCES OF PRO-RUSSIAN
WEBSITES IN SLOVAKIA
The growing number of pro-Russian
“alternative news websites” remains a
significant concern for both Czech Republic
and Slovakia. The Slovak activist Juraj
Smatana created the first comprehensive
list of websites spreading pro-Russian
disinformation in the Czech Republic
and Slovakia, in February 2015. Experts
surmise that since the inception of that
list, the number of pro-Russian website
in the Czech Republic and Slovakia
might be currently as high as 100.
To counter the rise of pro-Russian
“alternative news websites”, Slovak activists
launched a unique platform, Konšpirátori.sk.
Based on credibility of the reported news,
founders of this initiative have created a
list of websites that spread untrustworthy
material. The typical website from the
list does not adhere to basic principles of
journalism, contains hoaxes, conspiracy
theories, or flat-out false information.
The ranking follows a strict criterion
and is assessed by a team of editors that
comprises of academics, journalists,
activists and social media professionals.
The founders mainly seek to target
companies and marketing agencies that
put online advertising to these websites.
The initiative has already garnered significant
success. Two months after the launch,
more than 3,000 online campaigns started
to use Konšpirátori.sk’s automated script
that excludes untrustworthy websites
from displaying brands’ ads on them.

GROWING NATIONALISM BENEFITS RUSSIAN
PROPAGANDA
However, it is arguable whether a negative
stance towards Russia and Vladimir
Putin makes Poles more resistant to
Russian disinformation. The goal of the
Russian propaganda is to undermine
trust in European institutions and drive
wedges between EU states. Thus, Poland
could serve as a fertile ground for the
Kremlin’s anti-western narratives. As the
EU currently faces multiple challenges,
from youth unemployment to terrorism,
the narrative of the EU as a failed
project creates space for alternative
views to become more mainstream.
Growing nationalism and extremism has
increasingly become a problem in Poland.
The landslide victory of the right-wing Law
and Justice (PiS) party in October 2015
and the rise of new populist movements
such as the one led by Paweł Kukiz (whose
party Kukiz’15 won 9% of the vote) has
brought nationalist rhetoric back into
mainstream public discourse. Veiled
references to Nazi Germany, for example,
in an effort to highlight the EU’s role in
undermining Poland’s sovereignty have
given new impetus to far-right groups.
The National-Radical Camp (ONR), originally
founded in 1934, or National Rebirth of
Poland (NOP), has been among the most
active groups. They are among the organizers
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of annual marches commemorating Poland’s
National Independence Day on November
11th. Last November, it was held under
the slogan “Poland for the Poles, Poles
for Poland” attracting more than 25,000
people. Such events are strengthening the
nationalistic sentiment, which could become
susceptible to Russian disinformation.
Similarly worrying is the pro-Russian political
party Zmiana (Change), whose leader
Mateusz Piskorski was recently arrested, and
which questions the validity of a Russian
military invasion of Ukraine and condemns
western sanctions. The emergence of the
party coincided with the launch of the
Polish language version of Sputnik Radio
and its online portal, which purports to be
presenting the Russian point of view.
One speaker noted that it is not clear what
the source of funding is for these groups.
The lack of information on the background
and sources of financial support of anti-West
and anti-Ukraine voices in Poland remains
an issue that requires more attention.

TIGHTENING OF MEDIA CONTROL
Another source of concern is the recent
tightening of control over the public media
in Poland. This tightening has been criticised
by some as an attempt to spread pro-PiS
messages among the Polish population in
an effort to discredit the opposition. The
biggest concern here is not directly related to
Russian disinformation. However, the tactics
could be seen as a way to mimic a Kremlinstyle approach to public media in Poland.
Similarly, private companies where the
government holds a 51% (or more) stake
have been instructed to refrain from
advertisements on private media in an
attempt to undermine private media,
which may be more critical of the ruling
authorities. Worryingly, all these trends are
contributing to the growing partisanship
and division in the Polish society.

HUNGARY
In contrast with the Czech Republic and
Slovakia, the Kremlin’s efforts to play on proRussian attitudes is less intense in Hungary,
mainly due to the fact that there is lesser
need to do so – the Hungarian government
already has strong links to the Kremlin. In
addition, Hungary does not share the same
culture with Russia hence the notion of
pan-Slavism is less applicable in Hungary.
On the other hand, efforts to foster panSlavic sentiments are compensated
by focusing on economic and energy
cooperation between the two countries.
Even though the fluctuations on the foreign
exchange market, fall in energy prices and
imposition of sanctions regime have recently
taken a heavy toll on the level of bilateral
trade, the economy has been one of the
key points on the agenda. For example, the
Russian-Hungarian deal on the Paks Nuclear
Power Plant, worth around $10.8 billion,
has been frequently discussed. Speakers
also noted that the Hungary’s excessive
dependence on Russian energy imports
(89% for oil and 57% of gas came from
Russian sources in 2014) helps to fill the gaps
in understanding why the Orbán government
pursues a pendulum policy towards Russia.

HUNGARIAN POLITICIANS IN LINE WITH
RUSSIAN PROPAGANDA
Many Hungarian politicians have vested
interests and express opinion in line with
Russian foreign policy. One such example
is a member of the Hungarian far-right
Jobbik party, Béla Kovács, who also served
as an observer during the referendum
on Crimea’s status. In October 2015, the
European Parliament agreed to lift his
parliamentary immunity because he was
accused of espionage against EU institutions.
Close relationship between the Russian
government and Hungary’s political elites
remains a great challenge when tackling
pro-Russian disinformation in Hungary.
On the other hand, Moscow has a vested
interest in supporting groups that
promote a more Russia-friendly direction,
and exacerbate public discontent with

— 11 —

the West. Jobbik’s euroskepticism is
becoming a galvanizing issue for far-right
groups. The rejection of EU institutions,
further integration, and the loss of
national sovereignty perfectly feed into
Moscow’s anti-Western rhetoric, which
has become more prominent in Russian
officials’ public statements since 2014.

CONSPIRACY THEORIES BECOMING MORE
MAINSTREAM
Conspiracy theories are becoming more
mainstream among the Hungarian society,
which points to a very worrying trend. Most
recently, the chief of staff of Prime Minister
Orbán claimed that the United States
supports a strong pro-migration policy in
the interests of having as many Muslims
as possible in Europe. Such statements
feed public discontent over the U.S. role
in the world, promote more nationalist
rhetoric and undermine the EU’s efforts
to effectively address the refugee crisis.
One of the speakers concluded that,
unfortunately, the policies of the Orbán
cabinet increasingly resemble Moscow’s style
of authoritarian nationalism, which is far from
democratic norms. If this trend continues, it
could represent a possible inflection point.
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RECOMMENDATIONS FROM PANEL 2
DEBUNKING IS ONLY PART OF THE SOLUTION
Debunking activities should be considered only as part of the solution. When tackling
pro-Russian disinformation efforts, there is strong need for soft-power approach. It is
also questionable whether people that believe in conspiracies will eventually change
their mind as they prefer to look for arguments to their preconceived opinions.
The Western media should take greater advantage of humour,
satire, and give more space to critical voices.
CRITICAL THINKING IS CRUCIAL
The Internet age is taking a heavy toll on the business model of Western media,
which translates into more challenging environment for the journalists. Many media
platforms have to cope with greater expectations when it comes to the number
of outputs and the so-called “going viral” potential over journalistic integrity.
Interactive training and workshops for both journalists and media consumers
should be supported in order to improve journalistic standards.
Social media is increasingly becoming a primary source of information, especially
among first-time voters (i.e during the recent elections in Slovakia, first-time voters
showed sizeable support for extremists parties). Young people, as well as the rest of
population, need to be able to distinguish between credible and less credible sources
of information. Therefore, initiatives aimed at raising media literacy are critical.
WE NEED TO LOOK FOR SYNERGIES
Instead of having too many small projects, more comprehensive approach should be
employed. If projects have similar aims, possible areas for synergies and connective
tissues need to be found in order to maximize the value-added of such initiatives.
Otherwise many activities run in parallel. It is advisable to organize regional,
national and local forums for activists that tackle pro-Russian disinformation.
LESSONS LEARNED IN UKRAINE
Close attention should be paid to Ukraine’s efforts to address Russian
propaganda, which has become a critical part of the crisis. We need to think
about transferability of initiatives and lessons learned among the countries
of Central and Eastern Europe. Thus, more dialogue and project cooperation
between Ukraine and the West on best practices should be put forward.
QUALITY NEWS SITES IN RUSSIAN
At the moment, Russian media underreports a large number of important issues. This
information gap is then filled by poorly written conspiracies, hate-speech and outright
propaganda. More resources should therefore be allocated for quality news sites in Russian.
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