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eXecUtIve SUMMArY 
After extensive research, PSSI has identified 40 Chinese publicly traded companies with strategic links to 
Iran that have attracted American investment estimated at over $6.2 billion.1 This research was undertak-
en in response to the Iranian regime’s long-standing involvement in the funding and arming of Hamas, 
its responsibility for the devastating attacks against Israel on October 7, and its support for the continued 
activities of Hezbollah, Islamic Jihad, and other terrorist proxies. Subsequently, Iranian-aligned militant 
groups across the Middle East, notably the Houthi Movement, have repeatedly attacked U.S. forces and 
allied shipping in the Red Sea. Indeed, the United States has accused Iran itself of a drone strike on a com-
mercial ship. These events have placed Iran unequivocally at the heart of the recent instability, destruc-
tion, and bloodshed affecting the region. 

After decades of sanctions, it is clear that Iran could not continue to wield such outsized malign influence 
without foreign partners. Since the Iranian Revolution in 1979, China has been Tehran’s most significant 
arms supplier. China has also been Iran’s largest trading partner for a decade, has pledged another $400 
billion in future investment, and has purchased 87% of Iran’s oil exports as of October, 2023.2 Accordingly, 
this PSSI report focuses on exposing an underreported and often-overlooked dimension of this crisis: the 
largely unwitting, indirect U.S. investor funding of the Iranian ‘Axis of Resistance’ through investments in 
Iran-linked Chinese publicly traded companies.

These 40 Chinese enterprises are materially advancing Iran’s strategic interests,3 yet they are all included 
in the investment products of U.S. asset management firms (e.g. Exchange-Traded Funds, etc.).4 Vanguard 
stands out for its especially egregious involvement,5  as it is responsible for channeling the investments of 
tens of millions of American retail investors into 38 of the 40 identified companies. For example, any inves-
tor in Vanguard’s VGTSX fund (a major fund with over $350 billion in assets under management) would see 
their money invested in 95% of those companies identified by PSSI as having strategic ties to Iran.

Of the 40 Chinese companies identified, 8 have ties to the Iranian military sector, 9 are involved in Iranian 
communications and surveillance, 21 in its oil and gas industries (including associated activity such as 
the shipment of Iranian oil), and 2 are engaged in Iranian infrastructure projects. These findings raise a 
number of pressing questions regarding the due diligence and material risk disclosures performed by the 
respective U.S. asset managers and index providers, not to mention the woeful level of fiduciary respon-
sibility. In this latter connection, relying solely on the assertion of “compliance with the law” although 
accurate, simply does not suffice. 

1 All figures in USD. Calculations of U.S.-based investment represent the current value of the given investment, in Q4 2023.
2 China bought an average 1.05 million barrels per day from Iran in the first 10 months of 2023. 
3 Either through their own direct involvement with the Iranian regime, or through their respective subsidiaries or parent 

companies.
4 They are also present in the American indices used to benchmark these investment funds, primarily FTSE-Russell and MSCI.
5 Vanguard has previously come under scrutiny for channeling U.S. investor funds into dozens of Chinese military compa-

nies and multiple U.S.-sanctioned Chinese companies, as highlighted in a recent report from the Coalition for a Prosperous 
America.

https://www.acfcs.org/unraveling-a-complex-web-a-primer-on-hamas-funding-sources-iranian-support-global-connections-and-compliance-concerns-considerations
https://www.acfcs.org/unraveling-a-complex-web-a-primer-on-hamas-funding-sources-iranian-support-global-connections-and-compliance-concerns-considerations
https://youtu.be/Sf6xl5HHchw?si=ohfZswO0WHSzPbYv
https://www.wilsoncenter.org/article/irans-rockets-palestinian-groups
https://www.reuters.com/world/middle-east/lebanons-hezbollah-fires-drones-israel-mounts-air-strikes-2023-12-10/
https://www.bbc.com/news/world-asia-india-67811929
https://www.mei.edu/publications/25-year-iran-china-agreement-endangering-2500-years-heritage
https://www.mei.edu/publications/25-year-iran-china-agreement-endangering-2500-years-heritage
https://www.sipri.org/databases/armstransfers
https://www.sipri.org/databases/armstransfers
https://www.sipri.org/databases/armstransfers
https://time.com/6325352/china-israel-hamas-war/
https://time.com/6325352/china-israel-hamas-war/
https://www.nytimes.com/2021/03/27/world/middleeast/china-iran-deal.html
https://www.nytimes.com/2021/03/27/world/middleeast/china-iran-deal.html
https://www.nytimes.com/2021/03/27/world/middleeast/china-iran-deal.html
https://www.nytimes.com/2023/10/11/business/china-oil-saudi-arabia-iran.html?smid=nytcore-ios-share&referringSource=articleShare
https://www.reuters.com/world/middle-east/irans-middle-east-allies-primed-israel-hamas-war-rages-2023-10-18/#:~:text=Hamas%20and%20its%20Palestinian%20ally,the%20%22Axis%20of%20Resistance%22.
https://www.reuters.com/markets/commodities/irans-expanding-oil-trade-with-top-buyer-china-2023-11-10/#:~:text=HOW%20MUCH%20IRANIAN%20OIL%20IS,to%20shiptracking%20data%20from%20Vortexa.
https://www.reuters.com/markets/commodities/irans-expanding-oil-trade-with-top-buyer-china-2023-11-10/#:~:text=HOW%20MUCH%20IRANIAN%20OIL%20IS,to%20shiptracking%20data%20from%20Vortexa.
https://prosperousamerica.org/wp-content/uploads/2023/10/CPA-Vanguard-FINAL-no-watermark.pdf
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Most exposed asset managers, sorted by number of holdings (out of the 40 Chinese firms)
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In short, while Iran is ultimately responsible for much of the region’s ongoing bloodshed, its destructive 
and subversive capacity is magnified by Chinese support. The unacceptable Western funding of this strate-
gic partnership via the U.S. and allied capital markets access must be addressed with urgent investigative 
and legislative action, culminating in comprehensive legislation  prohibiting individual and institutional 
investor ownership of these 40 malign Chinese companies.

WALL Street INvOLveMeNt
U.S. asset management firms like Vanguard and BlackRock are already under Congressional scrutiny for 
investments in Chinese companies tied to military operations and the PLA, including the production of 
advanced weapons systems and human rights abuses.6 A landmark report released by the nonpartisan 
U.S. industry group, the Coalition for a Prosperous America, recently highlighted that Vanguard’s flagship 
emerging markets fund channels U.S. investor funds into some 60 Chinese companies linked to China’s 
military and its defense sector, as well as 8 companies currently sanctioned by the U.S. government for 
human rights abuses in Xinjiang, China.

This report showcases at least 18 occasions when subsidiaries or sister companies of a sanctioned Chinese 
enterprise have been included in U.S.-based investment funds. Cumulatively, these investments are valued 
in the hundreds of millions of dollars.

6 See the Press Release entitled “‘Unconscionable to Profit From Fueling China’s Military’ - Select Committee Launches Inves-
tigation Into BlackRock & MSCI” for a further insight into U.S. Congressional action on BlackRock.

https://www.ft.com/content/a37c6b7c-bec1-457b-8125-a3dbe2a8a275?sharetype=blocked
https://www.ft.com/content/571db526-d184-4e60-b8a5-30a77d9e3eea
https://prosperousamerica.org/wp-content/uploads/2023/10/CPA-Vanguard-FINAL-no-watermark.pdf
https://selectcommitteeontheccp.house.gov/media/press-releases/unconscionable-profit-fueling-chinas-military-select-committee-launches
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IrANIAN DeFeNSe SectOr
Naturally, the involvement of Chinese companies with Iran’s military poses the greatest risk, as it contrib-
utes most directly to the violence and terror now convulsing the region. For example, the Iranian Rev-
olutionary Guard Corps (IRGC), designated by the U.S. as a terrorist organization, uses rifles and weap-
on attachments, such as scopes, designed and manufactured by Chinese state-owned defense company 
NORINCO. Although domestically manufactured rifles are now increasingly common, these models re-
main based upon NORINCO’s designs. NORINCO has repeatedly been implicated in missile exports to Iran, 
culminating in a string of U.S. government sanctions for weapons proliferation. NORINCO is currently 
sanctioned by the U.S. government, but its publicly listed subsidiary NORINCO Intl. (000065.SZ) is held by 
16 U.S. investment funds, including some of Vanguard’s largest.7 Another one of NORINCO’s subsidiaries, 

7 PSSI is not suggesting that these U.S. asset managers have engaged in any legal wrong-doing. There are many publicly listed 
Chinese subsidiaries of U.S.-sanctioned companies whose stock is legal to own, hence the charge of official regulatory failure 

https://armamentresearch.com/a-closer-look-at-irans-cq-rifles/
https://silahreport.com/2021/09/15/iranian-5-56mm-rifles-from-s5-56-to-masaaf/
https://www.armscontrol.org/act/2003-06/iran-nuclear-briefs/us-sanctions-firms-china-iran-moldova
https://sanctionssearch.ofac.treas.gov/Details.aspx?id=30957
https://sanctionssearch.ofac.treas.gov/Details.aspx?id=30957
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North Industries Group Red Arrow Co. (000519.SZ), which primarily manufactures artillery shells, rock-
ets, and missiles, is held by 47 U.S.-based funds. 

U.S.-sanctioned Aviation Industry Corporation of China (AVIC) is also heavily involved with the Iranian 
defense industry.8 The IRGC Aerospace Force currently flies aircraft manufactured by AVIC. We found two 
publicly-listed AVIC subsidiaries involved in the manufacturing of this aircraft in U.S. investment portfo-
lios: Avicopter (600038.SH) and AviChina Industry & Technology Co. Ltd. Class H (2357.HK),9 whose com-
bined U.S.-based investment totals $112.7 million.10 

China Electronics Corporation (CEC), the company responsible for supplying Iran with the JY-14 three-di-
mensional tactical radar system, has also made its way into American investor portfolios under its subsidi-
ary China Greatwall Technology Group Co., Ltd. (000066.SZ). The U.S.-based investment into this compa-
ny is valued at $26.6 million.

SUrveILLANce tecHNOLOGY  
American national security was jeopardized when two Chinese publicly traded companies – ZTE (0763.
HK; 000063.SH)11 and Far East Cable (parent company Far East Smarter Energy Co., Ltd.; 600869.SH) – con-
spired to supply sensitive U.S. surveillance technology to an IRGC affiliate. ZTE is a long-time sanctions vi-
olator, for which it has been fined $1.2 billion. Given this history, it is shocking that ZTE can today be found 
in at least 145 U.S.-based investment funds, with a total American investor stake of over $235 million. The 
substantially smaller Far East company, meanwhile, is found in 4 U.S.-based investment funds, 3 of which 
are managed by Vanguard. 

The relationship between Chinese public companies and the Iranian regime’s surveillance activities goes 
beyond deals which violate U.S. sanctions. The scope and depth of the collaboration includes facial rec-
ognition software which allows the Iranian government to combat dissent in its own populace, provided 
by companies like Zhejiang Dahua Technology Co., Ltd. (002236.SZ). Dahua has 34,334 camera networks 
in Iran and a cumulative U.S.-based investment stake of $64.3 million. But the true giant of Iran-linked 
Chinese surveillance technology is the China Electronics Technology Group Corp (CETC), a state-owned 
enterprise which manufactures both civilian and military products. The most important subsidiary of 
CETC is Hikvision, one of the largest manufacturers of video surveillance equipment in the world and, like 
Dahua, a well-known corporate human rights abuser. While Hikvision and its subsidiaries are sanctioned, 
PSSI found at least 5 other CETC subsidiaries with U.S.-based investment.12 

referenced in this report.
8 AVIC has also taken advantage of U.S. technology sharing for military purposes.
9 AviChina Industry & Technology Co. Ltd. is also listed on a variety of other exchanges. Ticker numbers provided here are 

for informational purposes only and do not constitute an exhaustive list of the investment products associated with any one 
company.

10 We know that there are many more AVIC subsidiaries in U.S. portfolios, and all of them are funneling money into the CCP 
military establishment. Further research into this megacorporation would yield far higher totals for U.S. investment, 
which, while they might not be as directly linked to the Iranian military establishment, are complicit in CCP military aggres-
sion and repressive policies.

11 ZTE Corporation is also traded OTC in the U.S. as ZTCOF.
12 These included CETC Potevio Science & Technology Co., Ltd. Class A (002544.SZ), CETC Chips Technology Inc. Class A 

(600877.SH), Chengdu Spaceon Electronics Co. Ltd. Class A (002935.SZ), Eastern Communications Co., Ltd. Class A (600776.
SH), and Eastcompeace Technology Co., Ltd. Class A (002017.SZ).

https://sanctionssearch.ofac.treas.gov/Details.aspx?id=30925
https://www.jetphotos.com/photo/9167122
https://www.jetphotos.com/photo/9167122
https://www.memri.org/reports/irans-islamic-revolutionary-guards-corps-irgc-publishes-clip-reconnaissance-us-aircraft
https://www.ifmat.org/02/03/national-electronics-corporation/#:~:text=Overseen%20by%20the%20China%20Electronics,cryptographic%20systems%2C%20mine%20detection
https://archive.ph/lJwx1
https://archive.ph/lJwx1
https://www.reuters.com/business/media-telecom/us-accuses-chinese-company-helping-zte-hide-business-with-iran-commerce-dept-2022-08-09/
https://www.reuters.com/business/media-telecom/us-accuses-chinese-company-helping-zte-hide-business-with-iran-commerce-dept-2022-08-09/
https://www.wisconsinproject.org/letting-zte-off-the-hook-again-implications-for-iran-sanctions-enforcement/
https://www.wisconsinproject.org/letting-zte-off-the-hook-again-implications-for-iran-sanctions-enforcement/
https://www.theverge.com/2022/3/23/22992517/zte-iran-north-korea-sanctions-united-states
https://www.technologyreview.com/2021/12/15/1042142/chinese-company-tiandy-video-surveillance-iran/
https://tehranbureau.com/the-chinese-companies-building-irans-surveillance-state/
https://uhrp.org/report/dahuas-links-to-human-rights-abuses-in-east-turkistan/#:~:text=In%20November%202020%2C%20Dahua%27s%20software,after%20IPVM%20pointed%20it%20out.&text=%E2%80%9CDahua%20Racist%20Tracking%20Uyghur%20Revealed,%2Freports%2Fdahua%2Duyghur.
https://uhrp.org/report/dahuas-links-to-human-rights-abuses-in-east-turkistan/#:~:text=In%20November%202020%2C%20Dahua%27s%20software,after%20IPVM%20pointed%20it%20out.&text=%E2%80%9CDahua%20Racist%20Tracking%20Uyghur%20Revealed,%2Freports%2Fdahua%2Duyghur.
https://www.opensanctions.org/entities/NK-YADPL6jAxn9RNFsYtRrHCi/
https://archive.ph/ghReW
https://www.technologyreview.com/2022/06/22/1054586/hikvision-worlds-biggest-surveillance-company/
https://www.bloomberg.com/news/articles/2019-10-07/u-s-blacklists-eight-chinese-companies-including-hikvision-k1gvpq77?embedded-checkout=true
https://www.bloomberg.com/news/articles/2019-10-07/u-s-blacklists-eight-chinese-companies-including-hikvision-k1gvpq77?embedded-checkout=true
https://thehill.com/opinion/technology/445726-chinas-weapon-of-mass-surveillance-is-a-human-rights-abuse/
https://www.scmp.com/news/china/article/3215185/us-adds-hikvision-subsidiaries-xinjiang-its-trade-blacklist
https://www.iranwatch.org/our-publications/speeches-testimony/hearing-chinas-nuclear-forces
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IrANIAN eNerGY SectOr 
China’s largest oil companies are also replete with material risks stemming from their operations in Iran. 
The China National Petroleum Corporation (CNPC) is one of the world’s largest oil companies,13 with at 
least 8 subsidiaries known to be active in Iran.14 Most CNPC operations are run through its publicly listed 
flagship subsidiary, Petrochina Co. Ltd. (0857.HK; 601857.SH),15 active in Iran since 2007. Today, U.S.-based 
investment in Petrochina Co. Ltd. is valued at over $2.1 billion, with this figure rising to nearly $2.7 billion 
when its publicly traded subsidiaries are included.

The China National Offshore Oil Corporation (CNOOC), China’s third largest oil company, is on both the 
U.S. Commerce Department’s BIS Entity List and the Treasury Department’s Chinese Military-Industrial 
Complex Companies List for its support of Chinese territorial aggression.16 Its publicly listed flagship sub-
sidiary CNOOC Ltd (0883.HK; 600938.SS)17 has been delisted from the NYSE and is under heavy scrutiny 
for its Iranian ties. CNOOC has at least 3 listed subsidiaries implicated in Iran: Offshore Oil Engineering 
Co. Ltd (600583.SH), China BlueChemical Ltd (3983.HK), and China Oilfield Services (also known as COSL) 
(2883.HK; 601808.SH), which have cumulatively attracted an estimated $406 million from U.S.-based asset 
management funds. 

Sinopec (0386.HK; 600028.SH) is heavily implicated in the development of oil fields in Iran.18 Some 224 
U.S.-based funds have invested in Sinopec, with these investments cumulatively valued at over $1.85 bil-
lion. A further $220 million have been invested in five identified publicly traded subsidiaries of Sinopec. 
Another Chinese company engaged in oilfield exploration, Yantai Jereh Oilfield Services Group Co., Ltd. 
(002353.SZ) reached a $2,774,972 settlement for sanctions violations related to Iran.19 Nonetheless, U.S.-
based funds have invested some $75.5 million in this company.

One of the largest Chinese companies involved in shipping Iranian oil is COSCO. Its flagship subsidiary, 
COSCO SHIPPING Holdings Co., Ltd. (1919.HK; 601919.SH),20 can be found in the portfolios of 83 U.S.-based 
funds, with investments valued at $78 million. Three other subsidiaries – COSCO Shipping Development 
(2866.HK; 601866.SH), COSCO Shipping Specialized Carriers Co.,Ltd. (600428.SH), and COSCO Shipping 
Energy Transportation Co., Ltd (1138.HK; 600026.SH) – have been known to facilitate the shipping of 
Iranian oil. The cumulative investment by U.S.-based funds into these three subsidiaries alone is valued at 
over $150 million. Another company implicated in Iranian oil shipments to China, Sinochem International 
Corporation (600500.SH), can be found in 15 U.S.-based investment funds. 

13 CNPC was ranked the 4th largest company in the world in the 2022 Fortune Global 500 list.
14 One of CNPC’s subsidiaries, the Bank of Kunlun Co. Ltd., also faced U.S. Treasury sanctions for “facilitating the movement 

of millions of dollars worth of international transactions” to Iran. 
15 PetroChina Company Ltd. can be found on a variety of other exchanges and is also traded OTC as PCCYF.
16 CNOOC has also allegedly engaged in PLA-administered cyber-espionage.
17 Despite having been delisted in the U.S., CNOOC still trades freely in Europe.
18 Sinopec’s former president was also jailed in 2017 for unrelated crimes including embezzlement and accepting bribes.
19 The Jereh group still operates freely in the U.S.
20 Multiple COSCO equities are also traded OTC in the U.S. and on EU exchanges.

https://www.investopedia.com/articles/markets/091515/5-biggest-chinese-oil-companies.asp
https://tehranbureau.com/iran-china-energy-1/
https://tehranbureau.com/iran-china-energy-1/
https://www.investopedia.com/articles/markets/091515/5-biggest-chinese-oil-companies.asp
https://www.ecfr.gov/current/title-15/subtitle-B/chapter-VII/subchapter-C/part-744/appendix-Supplement%20No.%204%20to%20Part%20744
https://ofac.treasury.gov/recent-actions/20210616
https://ofac.treasury.gov/recent-actions/20210616
https://www.federalregister.gov/documents/2021/01/15/2021-00995/addition-of-entity-to-the-entity-list-and-addition-of-entity-to-the-military-end-user-meu-list-and
https://www.bloomberg.com/quote/CEO:US?embedded-checkout=true
https://www.unitedagainstnucleariran.com/company/cnooc-group
https://tehranbureau.com/iran-china-energy-1/
https://ofac.treasury.gov/recent-actions/20181212
https://www.ft.com/content/9b61b4fa-dfc9-11e9-9743-db5a370481bc
https://www.reuters.com/article/us-iran-oil-exports-idUSKCN0YR0XU/
https://www.reuters.com/article/us-iran-oil-exports-idUSKCN0YR0XU/
https://www.unitedagainstnucleariran.com/company/cosco
https://www.tradewindsnews.com/tankers/cosco-energy-shipping-in-fresh-iranian-oil-controversy/2-1-1363777
https://www.tradewindsnews.com/tankers/cosco-energy-shipping-in-fresh-iranian-oil-controversy/2-1-1363777
https://www.nytimes.com/2019/07/02/world/middleeast/china-oil-iran-sanctions.html
https://fortune.com/ranking/global500/2022/
http://sanctioned
https://insidecybersecurity.com/sites/insidecybersecurity.com/files/documents/2018/jul/cs07052018_Cyber_Theft_IPR.pdf
https://www.reuters.com/article/us-china-corruption-sinopec-idUSKBN1580AA
https://www.linkedin.com/posts/jerehgroup_this-is-exciting-activity-7141229609894785025-AJfy
https://www.linkedin.com/posts/jerehgroup_this-is-exciting-activity-7141229609894785025-AJfy
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cONcLUSION
Our research findings confirm the troubling scope and significance of the Iranian regime’s economic and 
military dependence on the CCP in the context of their overall strategic capabilities. China is a leading 
outside power propping up the Iranian regime, providing it with the ability to weather and offset Western 
sanctions, and allowing it to continue its repression of its own people and its attacks on U.S., Israel, and 
other American allies. 

The publicly traded status of the Chinese companies referenced in this report, and the sizable U.S. invest-
ment they have garnered, offers actionable leverage against the CCP and Tehran. The imposition of com-
prehensive capital markets sanctions on these Iran-tied Chinese enterprises would send an unmistakable 
message to China, Russia and other sponsors of Iran, that the West possesses both the ability and the polit-
ical will to end malign actor access to the U.S. and allied capital markets.

The complete lack of separation between the state and “private” sector in China taints U.S. investment in 
all Chinese companies, but especially those that pose an exceptional national security risk. Moreover, it 
represents a breathtaking regulatory failure that tens of millions of American investors (as well as their 
European and other allied counterparts) are unintentionally funding Chinese companies which are active-
ly working to undermine their interests and foment global instability. 

In short, while Iran is ultimately responsible for much of the terror currently afflicting the Middle East, 
China is, to a large extent, responsible for sponsoring Iran. The U.S. Executive Branch has failed to utilize 
the leverage that capital market sanctions offer in dealing with these malevolent Chinese corporations. 
Given this situation, it is therefore imperative that the U.S. Congress take urgent legislative action to ex-
clude these 40 Chinese corporate bad actors from the U.S. capital markets and make it illegal for U.S. per-
sons to own or hold their securities.

 Moreover, this report has likely only begun to surface the Iran-tied, Chinese public companies being fund-
ed by U.S.-based asset managers and their investment products, including off-shore. Accordingly, the U.S. 
Securities and Exchange Commission, Department of the Treasury, the White House National Economic 
Council, the National Security Council, and the Department of State should be required by the Congress to 
investigate immediately the full extent of this China- Iran strategic partnership and the precise role of U.S. 
individual and institutional investors in holding the securities of the Chinese publicly traded companies 
involved. The true amount may far exceed the roughly $6 billion unearthed by this report.

DISCLAIMER:
This document reflects PSSI’s own opinions and conclusions based on facts and inferences drawn from an analysis of open-source mate-
rials and is designed to contribute to public discourse on international security concerns. PSSI disclaims, to the fullest extent permitted 
by applicable law, any and all liability for the accuracy and completeness of the information in this document and for any acts or omis-
sions made based on such information. PSSI is not engaged in rendering any form of professional or other advice or services through 
the publication of this report. Nothing in this report should be construed as an allegation of legal wrongdoing by Vanguard, State Street, 
BlackRock, or any other U.S. asset manager or index provider. No person or entity should rely on the contents of this publication without 
first obtaining their own professional advice. Nothing in this document should be construed as financial advice.

https://www.voanews.com/a/iran-seeks-to-expand-its-military-cooperation-with-china/6547870.html
https://iranprimer.usip.org/blog/2019/sep/11/irans-increasing-reliance-china
https://iranprimer.usip.org/blog/2019/sep/11/irans-increasing-reliance-china
https://www.theguardian.com/world/2019/jul/25/china-business-xi-jinping-communist-party-state-private-enterprise-huawei
https://www.theguardian.com/world/2019/jul/25/china-business-xi-jinping-communist-party-state-private-enterprise-huawei
https://www.foreignaffairs.com/middle-east/why-iran-gambling-hamas

